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Federal Health Record Gateway 
Denny Porter, MIS, CPHIMS, Executive in Residence

Presenter
Presentation Notes
Good afternoon, I’m honored to be here today as the 2009-2010 Institute for eHealth policy, Executive in Residence.  I am on loan for the next year working on a “project of national significance” – The Federal Health Record Gateway or FHR Gateway.  

The goal of the project is establishing the Federal Health Record Gateway with the belief that the federal government can make federally-held health data available to every American through a single, secured, recurring instance based portal on the emerging Nationwide Health Information Network (NHIN).
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The Hope and Promise of HIT
• Electronic Health Records (EHRs) hold great promise  
• There is over $2B directed to the Department of Health 

and Human Services (HHS) this year, and over $20B 
flowing to local hospitals and clinics beginning in 2011 

• Congress has invested heavily in Health Information 
Technology (HIT)  

• Yet, many Americans find it difficult to understand how 
they will benefit 

• The following hypothetical story illustrates the potential 
power of such a system

Presenter
Presentation Notes
Electronic health records (EHRs) hold great promise.  With over $2B directed to the Department of Health and Human Services (HHS) this year, and over $20B flowing to local hospitals and clinics beginning in 2011, Congress has invested heavily in Health Information Technology (HIT).  Yet, for many Americans, it is hard to understand how they will benefit.  One way is to provide Americans with access to all of their federally-held healthcare information.  This can be accomplished by delivering a comprehensive Federal Health Record (FHR) through an electronic gateway, a goal achievable within two years.  Additionally, placing special focus on records held by the Federal government will allow the Administration to act quickly.  The following hypothetical story illustrates the power of such a system. 
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The Case of Emil “J”

Presenter
Presentation Notes
Imagine it is the first day of October in the year 2011, an exciting day for Emil J, a Vietnam vet with a very long and complicated medical past.  Two years ago, President Obama had ordered all Federal Agencies to work together to provide the American people access to a single, comprehensive, actionable, and secure Federal Health Record (FHR), and to do so within the next two years.  Finally, had come the day when Emil could access all his medical records:  those from his Vietnam service; his ongoing treatment in several Veterans hospitals and medical clinics over the years; his clinical care at the hospital of the National Institutes of Health from his close call with Hodgkin’s Lymphoma and his historical claims filed with Medicare.  By tomorrow, he will be able to electronically provide these records to his current civilian internist, who is searching for the reasons behind his recent medical problems.  

Emil’s internist, Dr. Smith, had bragged about the new electronic medical record system his clinic purchased and the advanced clinical decision support tools it contains.  Emil’s records, however, were scattered across the federal government in both electronic and paper form.  As a result, Dr. Smith had no chance of using his new tools and technologies to help him determine why Emil had recently developed neurological problems.

After securely logging into the FHR Gateway, Emil sees that he has medical records scattered across the federal government.  When he looks at the Veterans Administration (VA) page, he notes that he has records from nearly forty years of treatment, neatly arranged.  Amazingly, his  paper records from the past have been scanned in and it is noted that they have even been turned into computable data elements that can feed his doctor’s electronic health record!  Turning to other data, he sees that there are records from someone with his name, but clearly not from a doctor he’s ever seen.  So Emil flags those records for the Gateway Help Desk to clear up.  Finally, he enters his Dr. Smith’s name and address and gives permission for him to see all his records.

The following day, at an office visit, Dr. Smith tells Emil that he thinks his recent problems may be due to a solvent he was exposed to while working for a pharmaceutical company after he left the military.  This exposure, is documented in Occupational, Safety and Health Administration (OSHA) records, is now accessible by Dr. Smith via the FHR Gateway.  Both Emil and Dr. Smith are ecstatic that they have discovered the cause for his illness…and all of this was done behind the screen of the doctor’s computer.  This is just one of the many hypothetical illustrations of the power of an electronic health record accessible via the FHR Gateway. 
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Vision Statements
• The federal government can:

– Make federally-held health data easily available to 
every American 

– Create a single, secure, recurring instance based portal 
on the emerging Nationwide Health Information 
Network (NHIN).  

– Engage the population in their own healthcare by 
enhancing transparency of government-held clinical 
and health claims information.
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A Closer Look
Create a 
• Single – no need for redundant individual 

agency portals
• Secure – Verified user authentication an 

absolute must 
• Recurring instance based portal – No health 

data persists after user logs off system
• on the emerging Nationwide Health 

Information Network (NHIN)

Presenter
Presentation Notes
Taking a closer look at the vision:



Create a 



Single – no need for redundant individual agency portals

Secure – Verified user authentication an absolute must 

Recurring instance based portal – No health data persists after user logs off system

on the emerging Nationwide Health Information Network (NHIN) that Mr. Riley just discussed
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Technical Details
• FHR patient gateway is a virtual portal stood up as a 

Nationwide Health Information Exchange (NHIE) Gateway  
• All current NHIE Connect gateways are implemented with 

universal awareness of all other NHIE gateways within the 
NHIN network  

• The following diagram provides a simple view of the FHR 
Gateway concept

Presenter
Presentation Notes
  FHR patient gateway is essentially a virtual portal that will be stood up as a Nationwide Health Information Exchange (NHIE) Gateway  

  All current NHIE Connect gateways are implemented with universal awareness of all other NHIE gateways within the NHIN network  

  The following diagram provides the simple view of the FHR Gateway concept
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Citizen Options:
• Request more detailed data 
• Review and printing of the FHR
• Validation and correction methods
• Authorize release of their FHR data
• Authorize use of their FHR data for       

anonymous public health research

Presenter
Presentation Notes
  An individual establishing assured identity access via the FHR Gateway will trigger a request for any/all health data from federal databases within NHIN

  All databases within the NHIN connect network will search for any/all data matching the requesting US Citizen

  Agencies will have the ability to control what type of data is exposed: medically sensitive data such as mental health encounter documentation may be repressed for legal issues

  Each individual will have the following options:

  Request more detailed data 

  Review and print their FHR data 

  Validate and correct options 

  Authorize release of their FHR data to providers or to their Personal Health Records

  Authorize use of their FHR data for anonymous public health research
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Patient Benefits
• “Empowerment” That allows user access to the FHR Gateway and:

– For the first time, Americans could securely view and ensure the 
accuracy of their federally-held clinical and claims data

– Provide their data to their providers to reduce duplicative tests or 
procedures

– Send their data to a Personal Health Record (PHR) service of 
their choice

Presenter
Presentation Notes
The FHR-Gateway will allow all Americans to securely view their personal health information held by federal government agencies through a single portal empowering all patients to be active and informed participants in their healthcare.  

In addition, by placing this information in the hands of the population, the government will encourage millions to validate the accuracy of their Personal Health Information (PHI), reduce healthcare costs and improve their own quality of care.
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Universal Benefits

• Achieve healthcare cost savings
• Bolster the economy by creating new jobs
• Progress towards assured identity issues
• Advance national IT backbone
• Resolve policy and standards issues
• Improve links between claims data and clinical data
• Catalyze the adoption of EHRs

Presenter
Presentation Notes
Cost savings can be realized through identification and elimination of duplicative and unnecessary tests, avoidance of contra-indicated therapies (including drugs) and efficiencies realized through real-time access to patient information. 

Help the government discover potential acts of fraud that cost our tax payers hundreds of millions of dollars annually
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Universal Benefits

• Achieve healthcare cost savings
• Bolster the economy by creating new jobs
• Progress towards assured identity issues
• Advance national IT backbone
• Resolve policy and standards issues
• Improve links between claims data and clinical data
• Catalyze the adoption of EHRs

Presenter
Presentation Notes
Today, the individuals with the necessary skills are not readily available in the required numbers to meet the growing requirements of the expanding health information technology (HIT) initiatives. 

Many of these new jobs can be placed in economically-challenged communities across the United States, further stimulating the economy and bringing new jobs to under-developed regions.  As an example, conversion of the millions of paper medical records can occur at locations across the US.
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Universal Benefits

• Achieve healthcare cost savings
• Bolster the economy by creating new jobs
• Progress towards assured identity issues
• Advance national IT backbone
• Resolve policy and standards issues
• Improve links between claims data and clinical data
• Catalyze the adoption of EHRs

Presenter
Presentation Notes
The FHR Gateway must function with secure, digital identity credentials, so that individuals can readily access their personal data.  

The FHR Gateway initiative represents a crucial first “Privacy and Access” step for those entities just getting exposed to the risks involved with electronic data handling.  

New and novel approaches to master patient indexes, biometrics and assured identity must be explored and leveraged.  
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Universal Benefits

• Achieve healthcare cost savings
• Bolster the economy by creating new jobs
• Progress towards assured identity issues
• Advance national IT backbone
• Resolve policy and standards issues
• Improve links between claims data and clinical data
• Catalyze the adoption of EHRs

Presenter
Presentation Notes
Position the infrastructure underlying the FHR to advance the IT backbone for the Nationwide Health Information Network (NHIN).  

Think of this as the federal infrastructure foundation to a national Health Information Exchange (HIE), setting up the basis for sharing among private entities by solving many the major problems with the Federal data set.
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Universal Benefits

• Achieve healthcare cost savings
• Bolster the economy by creating new jobs
• Progress towards assured identity issues
• Advance national IT backbone
• Resolve policy and standards issues
• Improve links between claims data and clinical data
• Catalyze the adoption of EHRs

Presenter
Presentation Notes
Initially focusing only on the Federal Health Record (instead of state and commercial) data will allow the Administration to quickly marshal the forces required to field a gateway solution, leveraging the ongoing work of DOD-VA, the SSA, and the HHS’ NHIN. 
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Universal Benefits

• Achieve healthcare cost savings
• Bolster the economy by creating new jobs
• Progress towards assured identity issues
• Advance national IT backbone
• Resolve policy and standards issues
• Improve links between claims data and clinical data
• Catalyze the adoption of EHRs

Presenter
Presentation Notes
Recent legislation mandates information exchange standards for federal agencies including the Centers for Medicare and Medicaid Services (CMS).  

Both Medicaid and Medicare will benefit by the widespread deployment of EHRs and their associated HIEs in order to better assess both outcomes and quality of the delivered care.  

This will enable the structuring of payment plans based on clinical performance, as judged by the comparison of EHRs and claims information.
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Universal Benefits

• Achieve healthcare cost savings
• Bolster the economy by creating new jobs
• Progress towards assured identity issues
• Advance national IT backbone
• Resolve policy and standards issues
• Improve links between claims data and clinical data
• Catalyze the adoption of EHRs

Presenter
Presentation Notes
The FHR Gateway will likely accelerate the demand for, and use of, linked EHRs.  

With patient permissions and oversight, patients will have better “control” over their health information.  

This new transparency to previously documented health related information can inform the plethora of commercially available  (PHRs), which not only display clinical information, but provide decision support to patients.  

With this capability patients can supply their providers with access to a comprehensive historical record of care.  

This visibility translates into reducing errors, increasing understanding and ultimately improving the quality of care. 
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What the FHR Gateway “Is”
• A single, secure patient portal allowing all Americans 

to review, validate and act on the any/all of their own 
federally-held clinical and claims data 

• Encourages patient’s active involvement with their 
healthcare and partner with their provider

• Leverages the Nationwide Health Information 
Network (NHIN) 

Presenter
Presentation Notes
  At this point I’d like to take a few moments to clarify what the FHR Gateway is and is not.
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What the FHR Gateway “Is Not”
• A replacement for NHIN
• A replacement of any Regional Health Information 

Exchange
• A Personal Health Record
• A vault for federally-held clinical or claims data 
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Challenges Ahead and Actions Steps
• Standing up a Federal Health Record Gateway
• Establishing the secure access and credentialing web portal
• Defining what PHI data will be available 
• How to format and present the Federal Health Record data to 

the requestor
• Defining the process putting the patient in control of their FHR 

data and how to handle discrepancies in data
• Strive to resolve issues challenging the mass adoption of 

electronic exchange of health information

Presenter
Presentation Notes
- We will need to ensure secure patient access to their data in the virtual FHR by defining and standardizing the secure access methodology that protects and defends patient privacy. 

- Once secured, define how we put the patient in control of their FHR data by developing protocols for patients to review, validate and release their FHR data.
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Conclusion
• At the current time, no American, except the President, has ready access to the 

breadth of health data held by the Federal Government.  The Federal Health 
Record (FHR) Gateway creates a virtual portal where all Americans could go 
to get their clinical and claims data from across the Government.  

• Solving the challenges of creating the Gateway will result in reusable technical 
solutions for assured identity, privacy, data standards, exchange, and, most 
importantly, for making visible and usable the personal data held by stove- 
piped data systems.  The creation of a comprehensive FHR Gateway and its 
availability to every American is completely within the control and capability 
of the Federal Government.

• With the President’s leadership, it only requires the establishment of the vision 
and the goal, the creation of a timeline, and adequate funding.
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Recommendation (The Ask)
The President can take a major step towards achieving 
healthcare reform by directing all Federal Agencies work 
together to provide access to a single, comprehensive, 
non-persistent and secure Federal Health Record 
Gateway for the American people within two years.
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Contact Us 
Institute for e-Health Policy 

4300 Wilson Boulevard, Suite 250, Arlington, VA 22203 
www.e-healthpolicy.org

Neal Neuberger, CISSP
Executive Director
neal@e-healthpolicy.org
(703) 508-8182

Wayne Humphries, MA
Manager of Public Policy 

Initiatives
(703) 562-8870

Denny Porter, MIS, CPHIMS
Executive in Residence
dporter@e-healthpolicy.org 
(703) 562-8835
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